
 
 
 
 
 
 
 
 
 
 

Preservation of the H-Net E-Mail Lists:  
Current Practices 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Lisa M. Schmidt 
MATRIX: Center for Humane Arts, Letters and Social Sciences Online 

Michigan State University 
March 2008 

 



 

Archiving H-Net: Current Practices 4/11/08 1 

Preservation of the H-Net E-Mail Lists: Current Practices 
 

About H-Net and the H-Net Lists 

H-Net: Humanities and Social Sciences Online is an international consortium of 

scholars and teachers with a mission to “create electronic networks and resources 

dedicated to advancing research, teaching, learning, public outreach, and professional 

service within their own specialized areas of knowledge.”1 Since its 1992 beginnings as a 

virtual service hosted at the University of Illinois at Chicago, H-Net has grown to include 

more than 160 scholarly social sciences and humanities networks hosted by MATRIX: 

Center for Humane Arts, Letters and Social Sciences Online at Michigan State 

University.  

While H-Net includes humanities-related reviews as well as job and meeting 

announcements, the heart of the consortium is its 182 free interactive discussion 

networks, or e-mail lists. More than 450 editors and 117,500 members participate in these 

networks, which numbered more than one million messages as of January 2008. 

In addition to its public lists, H-Net includes more than 230 “private” lists used by 

editors, board members, and administrators for planning, testing, and advisory purposes.  

 

Current Configuration 

A rack dedicated to MATRIX servers and other hardware, including a Quantum 

tape library for data backup, is housed in a secured area in the MSU Computer Center. H-

Net uses five of the MATRIX thirteen servers (twelve Dell and one Sun machine). All of 

the MATRIX servers run the Debian distribution of Linux. Of the five H-Net servers, one 

houses the L-Soft LISTSERV electronic mailing list application and data; one provides 

outbound delivery service for the Listserv application; one is a web server for the H-Net 

website; one is a mail server for H-Net editors and advisory board members; and the fifth 

runs the BRS/Search full-text search retrieval system and maintains a BRS database of H-

Net messages. MATRIX also uses the mail server and BRS server for some non- H-Net-

                                                
1 H-Net: Humanities and Social Sciences Online, “H-Net Mission Statement,” March 2000, http://www.h-
net.org/about/mission.php. Retrieved 7 December 2007.  
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related services, including e-mail and MySQL databases respectively. In the future, 

MATRIX plans to virtualize the H-Net servers on one or two computers. 

Refer to Figure 1 for a detailed breakdown of the primary applications and 

services that reside on each MATRIX server used by H-Net. 

 

Figure 1. MATRIX and H-Net Network Configuration 
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Storage and Backup 

Each server can save data to its own local disk. Approximately 5.7 TB of network 

shared storage—a “disk farm” server that provides storage and backup services for the 

entire MATRIX configuration—is also available, with 1.8 TB in use as of March 2008. 

While no formal plan for adding storage capacity is in place, it is understood that more 

storage space will be acquired as needed.  

Redundant arrays of inexpensive disks (RAID) technology are used to increase 

data reliability and performance. NetVault tape backup software runs on the backup 

server and NetVault agents reside on each server, enabling backups. The server attaches 

to the tape library via a SCSI connection.  

The MATRIX/H-Net tape backup system consists of 24 slots for Linear Tape 

Open-3 (LTO-3) magnetic tape cartridges, each with 400 GB of uncompressed capacity 

to accommodate the H-Net data. Two tapes are used as catalog backup and 27 tapes are 

used for incremental backups throughout the week, with each incremental backup 

including all data changes from the source since the last full backup. A full backup is 

performed weekly, and the tapes containing that backup are removed and taken to the 

second floor of the High Performance Computing Cluster (HPCC) unit in the MSU 

Engineering Building located 1500 feet (2 blocks) from the Computer Center. They are 

swapped out with the tapes from the previous week, which are then taken back to the 

Computer Center to be reused by the MATRIX backup system.  

Tapes cycle through the backup system approximately every six weeks, with a 

minimum of two full backups occurring before any tape is overwritten. A regular media 

refreshment schedule is not in place; tapes are replaced as needed, when they no longer 

work or if any tape or its casing happens to break. The magnetic tape itself has an 

estimated archival life of 10-30 years.2 Note that MATRIX has warranty and support 

contracts for all of its backup hardware and software. 

MATRIX also performs a full backup on a monthly basis into a second pool of 

tapes that are never reused. These tapes are currently stored at MATRIX in a minimally 

                                                
2 Van Bogart, Dr. John W. C., “Magnetic Tape Handling and Storage: A Guide for Libraries and Archives,” 
The Commission on Preservation and Archives, June 1995, 
http://www.imation.com/government/nml/pdfs/AP_NMLdoc_magtape_S_H.pdf. Retrieved 24 January 
2008. 



 

Archiving H-Net: Current Practices 4/11/08 4 

secure room. (The room is locked, but most MATRIX employees have access to the key.) 

The idea of removing the backup tapes from the MATRIX premises at least three times a 

year and storing them permanently in an off-site location such as another university is 

being explored. There are plans to keep a log of these permanent backup copies. 

Note that MATRIX had looked into using a fiber link to mirror the servers on 

another configuration. The budget could not accommodate the required fiber-based 

storage area network (SAN), however, and the tape backup system was considered 

sufficient.  

 

Security 

In terms of security, some executive staff and several key technical managers 

have root system accounts and therefore access to the H-Net and MATRIX systems. The 

MATRIX systems administrator holds primary responsibility for systems administration, 

and a good chain of communication ensures that the other technical managers inform him 

of their activities and fill in when he is not available. At the Computer Center, a few of 

the 8-10 members of the Data Center Operations group perform the weekly tape swap. 

The room that houses MATRIX’s server rack is climate controlled and physically secured 

with a card access system. 

At the Engineering Building, the tapes are kept in a locked cabinet in a secured 

room. Only the Data Center Operations personnel have the key to this cabinet. HPCC, 

Computer Center, and Department of Computer Science and Engineering staff have 

access to the room, but it is not ordinarily occupied. 

 

Posting Messages to an H-Net List 

The H-Net electronic mailing lists run on L-Soft’s LISTSERV software. 

LISTSERV, the first automated electronic mailing list software application, was 

developed in 1986 by computer scientist Eric Thomas.3 The H-Net lists have been 

through several upgrades of the software and currently run on LISTSERV 15.0.  

                                                
3 L-Soft, “History of LISTSERV®,” 3 October 2007, http://www.lsoft.com/products/listserv-history.asp. 
Retrieved 12 November 2007. Note that Thomas’s creation was a paradigm-shifting improvement over the 
manually administered electronic mailing list for the BITNET computer network, also called LISTSERV, 
that had been in use since 1984. 
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The LISTSERV software distributes electronic mail messages to H-Net editors 

and subscribers. All can communicate via e-mail commands or a Web-based interface, 

and  administrators can also create and add lists and otherwise interact with the 

LISTSERV software. 

List subscribers as well as nonsubscribers may post to most lists. Some lists are 

set to reject messages from nonsubscribers, however. To subscribe, most lists require 

only a simple username and password signup; some require the subscriber to also fill out 

a survey form. 

When a subscriber sends a message to an H-Net list, it is forwarded to the first 

listed editor for approval. Messages are then forwarded back via email to LISTSERV, 

which processes them for posting. While the editor can edit the message for content and 

interact with the subscriber to develop a final posting, he or she often simply approves 

and posts the message without changing the author and creation date metadata.4 (He or 

she also has the option to simply ignore the message.) All of the public lists are set to 

require confirmation from the editor that the forwarded posting did indeed come from 

that editor's address, providing protection against spam and spoofed addresses. Note that 

some private lists permit subscribers to post messages without going through an editor.  

 

Figure 2. H-Net Message Posting Process 

 
                                                
4 H-Net: Humanities and Social Sciences Online, “H-Net By-Laws,” Section 2.03. Guidleline on Posting 
and Subscribing (d) (v), (vii), http://www.h-net.org/about/by-laws.php. Retrieved 17 October 2007. 
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If an editor makes any changes to a message, it essentially becomes a new 

message. The author and date written (creation date) metadata changes to reflect the 

editor’s name and the current date. The editor can manually enter the original message’s 

author, date, and subject. This method of changing the metadata is labor intensive, prone 

to error, and is not done with nearly one-third of the lists, however. Even if the editor 

chooses not to enter the message’s original metadata, the author’s name can usually be 

found in a signature at the end of the message. Researchers can therefore still find 

messages by particular authors using full-text search, but they cannot view a 

comprehensive list of messages sorted by author names.  

 

Figure 3. H-Net Message Posted with Original Metadata   
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Due to character rendering issues, messages posted to the H-Net public lists must 

be written in a plain text character set such as ASCII or Unicode. HTML is not allowed, 

and nothing may be pasted in from Microsoft Word or other applications. Attachments to 

messages are not allowed on the public lists.5 The private lists include some messages 

with the following types of attachments: Microsoft Word (.doc) files; Microsoft Excel 

(.xls) files; Microsoft PowerPoint (.ppt) files; and PDF (.pdf) files.  

 
Figure 4. H-Net Message Posted with Editor’s Metadata 

 

                                                
5 H-Net: Humanities and Social Sciences Online, “H-Net By-Laws,” Section 2.03. Guidleline on Posting 
and Subscribing (d) (vi), http://www.h-net.org/about/by-laws.php. Retrieved 17 October 2007. 
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In terms of the Open Archival Information System (OAIS) model, a message sent 

to the LISTSERV server for posting by an editor or other responsible party is a 

Submission Information Package (SIP).6 

 

Current Archiving of H-Net Lists 

In addition to distributing electronic mail messages, the LISTSERV software also 

maintains archives of messages sent to H-Net lists in file repository subsystems called 

“notebooks.” Each notebook is a flat text file; most messages use the ASCII and UTF-8 

character sets, though Latin-1, East Asian, Arabic are also used and some older material 

does not name a character set.  

When an editor sends a message for posting to a list, the message is added to a 

notebook at the same time that it posts. Note that the actual posting of the message to the 

list and the notebook may occur in a matter of seconds or up to several days after the 

editor sends it, due to the vagaries of Internet e-mail. 

Any given notebook includes all messages posted in a weekly time period, 

concatenating with new messages as they post until the period ends. The time periods run 

every seven days by day of the month, with an extra time period for months having 29, 

30, or 31 days. At the end of a given time period, a new notebook file is started. In OAIS 

model terms, each notebook—a collection of SIPs—is an Archival Information Package 

(AIP).7 

 

                                                
6 Consultative Committee for Space Data Systems, “Reference Model for an Open Archival Information 
System (OAIS),” Blue Book 1, Issue 1, CCSDS Secretariat, January 2002, 
http://public.ccsds.org/publications/archive/650x0b1.pdf, 2-7. 
7 Ibid. 
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Figure 5. H-Net Notebook File 

 
 

Names of notebook files are constructed to include the name of the H-Net list 

(network), the year and month, and the time period of that month. For example, the 

filename of the notebook file covering the first seven days of February 2008 in the H-

Africa list would be “h-africa.log0802a.” The periodicity of the H-Net notebook files is 

as follows: 

 

  Time Period      Days of Month 

a  1-7 
b  8-14 
c  15-21 
d  22-28 
e  29-31 



 

Archiving H-Net: Current Practices 4/11/08 10 

 

Every 24 hours, the newest messages in the notebook file are parsed and copied to 

the BRS database and MD5 hashes are created for each of them. The messages are stored 

in the proprietary BRS database system, where they are available for full-text search 

through a Perl-based log search application that was created by the MATRIX system 

administrator. The log search application also assembles links to a custom log browse 

application, enabling display of messages searched for by an H-Net user. 

As a completely separate operation from the BRS database operation, the log 

browse cache application also reads notebook messages, extracts key metadata, and 

creates MD5 hashes for each message seven days after the last message posts to a given 

notebook. The cache builder script then writes the metadata—including the MD5 

hashes—to a MySQL database cache. The hashes correspond to those created for the 

BRS database. 

 

Cached metadata for each message includes:  

• filename—name of notebook file where message is stored, such as h-africa.log0802a 

• offset—byte position in notebook file where message is stored 

• from—name and e-mail address 

• subject 

• dpb—date posted 

• cbd—date in a different format for sorting purposes 

• messageid—MD5 hash 
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Figure 6. Message Metadata Stored in H-Net MySQL Database 

 
 

Users of a given H-Net public list may access messages by clicking on the 

“Discussion Logs” link on the home web page of that list and then selecting a month’s 

listing to view. Information in the “from,” “subject,” and “dpb” descriptive metadata 

fields then appear in a browser view; the “filename,” “offset,” “cbd” and “messageid” 

administrative metadata fields are hidden from users but are used to create a link to the 

digital object (the message) in the log browse application. When a user clicks on the 

“View” link to a message, the log browse application pulls the message from the original 

notebook file and transforms it into HTML for viewing in the browser. (Note that for 

security reasons, access to the H-Grad and H-Bahai lists is limited to subscribers only, 

who must log in to view messages.) In OAIS terms, this message along with its 

associated metadata is a Dissemination Information Package (DIP).8 

                                                
8 Consultative Committee for Space Data Systems, “Reference Model for an Open Archival Information 
System (OAIS),” Blue Book 1, Issue 1, CCSDS Secretariat, January 2002, 
http://public.ccsds.org/publications/archive/650x0b1.pdf, 2-7. 
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Figure 7. Message Ingest, Storage, and Retrieval Processes 

 

 



 

Archiving H-Net: Current Practices 4/11/08 13 

Subscribers to some of the private lists may also log in to view the logs and access 

messages in a browser view. For some private lists, however, subscribers may only 

access logs using LISTSERV commands. Any attachments to messages on private lists 

are stored with their corresponding messages in the notebook file. 

 

Figure 8. Posted Message List in H-Albion, with Metadata Visible to Users 

 
 

Note that the log browse application can read and create hashes for messages that 

have posted, whether or not they have been cached. The log browse application will build 

URLs for each posted message when the month view is generated from the Discussion 

Logs section of a given list. Each URL incorporates a combination of a message’s 

filename and MD5 hash, providing each message with a unique, persistent name 

available for citation in journals and other published materials.9 (See Figure 9.) 

 

                                                
9 Boone, Dennis, “Appendix B: H-Net Record Handling Processes, System Administrator Report on 
Current Security and Authenticity Measures,” H-Net preservation grant proposal letter, May 2006.  
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Figure 9. URL as Persistent Message Identifier 

 
 

Current Preservation Strategy 

The backup and storage processes described previously provide one piece of the 

current strategy for preserving the H-Net e-mail lists. Message content is considered the 

most significant property to be preserved. Most of the content is created and stored in 

ASCII and UTF-8 formats—recommended non-proprietary, archival formats for text10. 

Currently, there is no migration strategy in place for the H-Net discussion logs as these 

open standards are readily available and content stored in them may be accessed using 

text viewers. (Note that a minority of messages are written in Latin-1 and other character 

sets in the Latin family, KOI-8, and some Asian and other character sets.) The 

attachments included with some messages on the private lists are held in a number of 

proprietary formats, however, and there is no current provision to migrate them to non-

proprietary formats.  

The cached metadata generated for each message and stored in the MySQL 

database fulfills the requirement for Preservation Description Information (PDI) as 

specified by the OAIS model,11 as follows: 

 

OAIS Term   H-Net Cached Metadata 

Reference Information filename + messageid 
Context Information  filename, from, subject, date (dpb) 
Provenance Information filename, from, subject, date (dpb) 
Fixity Information  messageid 
 

                                                
10 Lee, Bronwyn, Gerard Clifton and Somaya Langley, “PREMIS Requirement Statement Project Report,” 
Appendix 2: Recommended list of supported formats, p. 25, Australian Partnership for Sustainable 
Repositories (APSR), National Library of Australia, July 2006, 
http://www.apsr.edu.au/publications/presta.pdf. 
11 Consultative Committee for Space Data Systems, “Reference Model for an Open Archival Information 
System (OAIS),” Blue Book 1, Issue 1, CCSDS Secretariat, January 2002, 
http://public.ccsds.org/publications/archive/650x0b1.pdf, 4-26, 4-27. 
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Also, header and log information in messages contain additional provenance 

metadata and context, such as the name of the list editor. 

For more information on how the current H-Net preservation strategy conforms to 

the OAIS model, refer to the Appendix. 

 

Preservation Issues 

The current H-Net preservation strategy conforms to many of the requirements of 

a trusted digital repository, as described by RLG/OCLC.12 However, an analysis of the 

current system has raised several preservation issues that keep H-Net from being a truly 

archivally sound repository. 

 

Authenticity 

According to the InterPARES guidelines: “An authentic record is one that is what 

it purports to be and that is free from tampering or corruption. Determining that it is what 

it purports to be means confirming its identity. Determining that it is free from tampering 

or corruption means demonstrating that its integrity remains intact through space and 

time.”13 

Current H-Net preservation practices violate the InterPARES baseline (minimum) 

requirements supporting the production of authentic electronic records, Requirement B.1: 

Controls Over Records Transfer, Maintenance, and Reproduction. Specifically, current 

practices cannot guarantee to meet Requirement B.1.b: 

The preserver should be able to demonstrate that the procedures and 

system(s) used to transfer records to the archival institution or program; 

maintain them; and reproduce them embody adequate and effective 

controls to guarantee the records’ identity and integrity, and specifically 

that security and control procedures are implemented and monitored…14 

                                                
12 Research Libraries Group (RLG), Trusted Digital Repositories and Responsibilities, RLG/OCLC, May 
2002, http://www.oclc.org/programs/ourwork/past/trustedrep/repositories.pdf. 
13 International Research on Permanent Authentic Records in Electronic Systems (InterPARES), The Long-
Term Preservation of Authentic Electronic Records: Findings of the InterPARES Project, “Appendix 6: 
How to Preserve Authentic Electronic Records,” 2001, 
http://www.interpares.org/book/interpares_book_o_app06.pdf, 3. 
14 International Research on Permanent Authentic Records in Electronic Systems (InterPARES), The Long-
Term Preservation of Authentic Electronic Records: Findings of the InterPARES Project, “Appendix 2: 
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Despite the creation and maintenance of message digests in both of the database 

systems used by H-Net, neither can guarantee the authenticity of messages stored. The 

BRS database is flushed and rebuilt occasionally, and therefore cannot be considered 

archivally sound. While the MySQL notebook cache is never flushed, the fact that there 

can be a lag time of up to seven days before a message receives an MD5 hash invalidates 

any claim to authenticity. Also, anyone with system administration privileges could 

potentially change the hashes or otherwise tamper with the messages manually; list 

owners could potentially delete notebooks. (Note that H-Net policy has a policy not to 

edit notebooks, although this has yet to happen. In the very rare case of an unacceptable 

posting, an empty placeholder is displayed for the message in question; the notebook 

itself is not altered. Since 1998, no more than 20 messages have been removed.15) 

The posting of a message does act as a step in verifying its authenticity. At that 

point, an author or editor could challenge whether it conforms to the actual message 

composed and sent. Also, the receipt of an error message when a user requests to view a 

message signals that its authenticity has been compromised. The systems administrator 

can then reconstruct the original message through a backup copy of the log. There is no 

mechanism in place to perform fixity checks on a regular basis, however. 

 

Message Digest Algorithm 

The MD5 algorithm used to calculate unique hashes for each H-Net message has 

been proven vulnerable to attack in recent years.16 A new H-Net preservation strategy 

should consider moving to a cryptographically stronger message digest algorithm such as  

SHA-2, as recommended by the National Institute of Standards and Technology 

(NIST).17 (The new version of KORA, MATRIX’s own repository software, is slated to 

include the creation and regular calculation of SHA-2 message digests.) As moving to 

                                                                                                                                            
Requirements for Assessing and Maintaining the Authenticity of Electronic Records,” March 2002, 
http://www.interpares.org/book/interpares_book_k_app02.pdf, 7. 
15 Boone. 
16 Black, J., M. Cochran, and T. Highland, “A Study of the MD5 Attacks: Insights and Improvements,” 3 
March 2006, http://www.cs.colorado.edu/~jrblack/papers/md5e-full.pdf. Retrieved 9 March 2008. 
17 Burr, William E., NIST Comments on Cryptanalytic Attacks on SHA-1, National Institute of Standards 
and Technology Information Technology Library, 17 October 2007, 
http://csrc.nist.gov/groups/ST/hash/statement.html. Retrieved 10 March 2008. 
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SHA-2 would invalidate the current URLs that scholars may have bookmarked for 

research purposes, a strategy for either maintaining the current MD5 hashes or providing 

the means to convert them to SHA-2 would need to be investigated. 

 

File Formats 

As noted above, most of the message content is created and stored as ASCII or 

UTF-8 plain text. These non-proprietary formats should remain accessible for some time 

to come, and H-Net staff should stay abreast of any technology changes that would signal 

a need to migrate or convert to other formats in the future as needed. Of more immediate 

concern is the proprietary formatting of the message attachments. A strategy for 

converting them to non-proprietary formats to ensure future access is needed.  

 

Secure Storage of Permanent Backups 

The current insufficiently insecure storage scenario for permanent backups of the 

MATRIX and H-Net servers is not archivally sound. MATRIX must implement a secure, 

offsite permanent backup storage solution. 
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Appendix  
(from original NHPRC grant proposal for funding H-Net preservation) 

 

In current practice, MATRIX and H-Net staff have established a preservation 

process modeled loosely after the Reference Model for Open Archival Information 

System (OAIS) that defines six major high-level responsibilities of an archive: 

 

1. Negotiate and accept appropriate information from Information Producers. 1 

 Producers are the scholars and teachers who make up H-Net editors and 

subscribers and who voluntarily offer their information for submission.  The information 

to be preserved has been selected and documented by H-Net through policies covering 

which types of information are acceptable for posting, the formats in which to present the 

information, and policies for dispute resolution and self governance.2 

  

2. Obtain sufficient control of the information provided to the level needed to ensure 

Long-Term Preservation. 

 H-Net has a thorough understanding of the format of the information and the 

general subject matter contained therein. Messages are stored as plain text that ensures a 

universal readability of the stored records.  H-Net considers public list communication to 

be “publication.”  As such, H-Net’s copyright policy respects the authors’ copyrights to 

their postings, while reserving permission to distribute all postings electronically with 

proper attribution.  “Although authors of messages to H-Net lists retain the copyright in 

those messages, sending a message to an H-Net list for posting will constitute permission 

to H-Net and its subscribers for electronic distribution and downloading for nonprofit 

                                                
1Reference Model for the Open Archival Information System (OAIS), Section 3.1 (p. 33 
of 148) (http://www.ccsds.org/docu/dscgi/ds.py/Get/File-143/650x0b1.pdf). Accessed 
May 30, 2006. 
2 See http://www.h-net.org/about/ for full details of H-Net’s constitution, by-laws and 
mission, governing processes and policies, copyright statement and strategic plan. 
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educational purposes with proper attribution to the author, the originating list, and the 

date of original posting.”3 So long as the form maintains proper attribution to each 

message, H-Net has authority to manipulate the messages in order to ensure preservation 

and electronic distribution.  

  

3. Determine, either by itself or in conjunction with other parties, which communities 

should become the Designated Community and therefore should be able to understand 

the information provided. 

 The H-Net editors and subscribers, the people who created and continue to 

expand the body of information, are clearly the core of the Community.  The logs are 

available to the public also.  Given the large numbers of referrals from commercial search 

engines, the greater public community of scholars, teachers and interested individuals are 

also understood to be part of the community of users. 

 

4. Ensure the information to be preserved is independently understandable to the 

Designated Community.  In other words, the community should be able to understand the 

information without needing the assistance of the experts who produced the information. 

 While H-Net has not done a formal study on this topic, it seems that the available 

tools have been utilized by enough individuals to indicate that they are understandable. 

The information format is basic e-mail in flat text with standard email headers, thus is 

universally understood.  The email header serves as built-in metadata for each message 

and provides some basic information about each posting that helps contextualize and 

make them universally understandable.  For example, the specific list where a message is 

posted provides the basic subject area of coverage; the subject line provides a more 

focused sense of the subject and ties the message to earlier and later postings on the same 

thread; the author and date provide specific provenance. 

                                                
3 H-Net’s Policy on Copyright and Intellectual Property, November 8, 1999, < 
http://www.h-net.org/about/intellectualproperty.php>. Accessed May 17, 2006. 
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5. Follow documented policies and procedures which ensure the information is preserved 

against all reasonable contingencies and enable the information to be disseminated as 

authenticated copies of the original or as traceable to the original. 

 Reasonable steps are taken to protect the information. H-Net submission 

standards are based on the email format/document type and submissions become a 

permanent part of the H-Net list collection.  Further, regular back-ups, updating of 

storage systems hardware and software, and plans for migration are designed to ensure 

that the H-Net records are not in danger of becoming outdated or obsolete. H-Net’s 

browse application identifies individual messages by the name of the stored file, which is 

composed of the list name, year, month and week of the postings it contains, and by an 

MD5 hash (128 hash digest) of the contents of each individual message. An MD5 hash is 

a relatively secure mathematical process performed on some input, which produces a 

short digital “fingerprint” that is highly likely to be unique.4 Such a process is difficult to 

spoof, as the inverse operation is not known -- that is, one cannot determine the initial 

document from the hash.  The MD5 hash forms part of the URL which identifies a unique 

message for delivery via the web interface. The MD5 hash of the current contents of each 

message in the collection is calculated each time the web application reads a stored file.  

Since the URL includes a digital fingerprint, and since URLs must continue to work, this 

scheme provides a means to validate individual items and to check that the collection 

records have not been modified. 

 

6. Make the preserved information available to the Designated Community. 

 H-Net has provided searching and browsing tools that make it fairly 

straightforward to review recent traffic on a list and to locate a specific message based on 

knowing something about it: author, date, subject, keywords (http://www.h-

                                                
4  Brian Deering provides a conservative estimate on the order of 1 in 10^37 or larger. 
For comparison, the odds of winning the lottery are typically on the order of 1 in 10^8. 
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net.org/logsearch/).  This can include retrieving records the searcher does not specifically 

know exist (e.g.: is there anything in the H-Net discussions about numismatics?) as well 

as records that are more precisely known (e.g.: what were the dates of the XYZ Society 

annual meeting?). 
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